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​1. Introduction​

​Brothers Support Network collects, uses, and manages personal information as part of delivering​

​services and supporting participants, staff, and operations. We are bound by the Privacy Act 1988 (Cth)​

​and the Australian Privacy Principles (APPs), which govern how we collect, use, disclose, and store​

​personal information.​

​As a registered NDIS provider, we also operate in accordance with the National Disability Insurance​

​Scheme Act 2013 (Cth), the NDIS Practice Standards, and the requirements of the NDIS Quality and​

​Safeguards Commission. These obligations inform how we collect, handle, and protect information​

​relating to participants and their supports.​

​This Privacy Policy explains:​

​●​ ​what information we collect​

​●​ ​how we collect and use that information​

​●​ ​how we store and protect that information​

​●​ ​when information may be shared​

​●​ ​what rights individuals have in relation to their information​

​We recognise that we handle personal and sensitive information, including information about​

​participants and their support needs. We are committed to handling this information with care and in a​

​way that is appropriate to its sensitivity.​

​This policy is intended to provide a clear and practical understanding of how information is managed​

​within the organisation. This Privacy Policy is available free of charge and may be accessed via our​

​website or by contacting us using the details provided in this document.​

​Key Definitions i​​n this policy:​

​●​ ​Personal information​​means information or an opinion​​about an identified individual, or an​

​individual who is reasonably identifiable, whether the information is true or not and whether the​

​information is recorded in a material form or not (as defined in the Privacy Act 1988).​

​●​ ​Sensitive information​​is a subset of personal information​​that includes health information,​

​disability status, racial or ethnic origin, and other categories identified in the Privacy Act 1988.​

​Sensitive information is subject to additional protections.​

​●​ ​Participant​​means an individual who receives supports​​or services from Brothers Support​

​Network.​

​●​ ​Authorised representative​​means a guardian, nominee,​​plan nominee, or other person who is​

​legally authorised to act on behalf of a participant.​



​2. What Information We Collect​

​We may collect and hold different types of information depending on the nature of our services and​

​operations. The types of information we collect may depend on our relationship and interactions with​

​you.​

​2.1 Participant Information​

​This may include:​

​●​ ​personal details such as name, contact information, and identifying details​

​●​ ​support plans, service records, and scheduling information​

​●​ ​health and disability-related information​

​●​ ​incident reports, notes, and observations​

​●​ ​photos, messages, or other information shared during service delivery. Where photos or videos​

​are used outside of service delivery, appropriate consent will be obtained.​

​●​ ​NDIS plan information, including plan numbers and funding details​

​●​ ​information provided by support coordinators, plan managers, or other service providers involved​

​in the participant's supports​

​2.2 Employee and Contractor Information​

​This may include:​

​●​ ​personal and contact details​

​●​ ​employment and engagement information​

​●​ ​qualifications, certifications, and compliance records​

​●​ ​NDIS Worker Screening Check results and other required clearances​

​●​ ​internal operational information​

​2.3 Communication Information​

​As part of delivering services and coordinating operations, we may collect and store communication​

​data, including:​

​●​ ​messages shared through approved communication platforms​

​●​ ​emails and internal communications​



​●​ ​information shared through phone calls or messaging systems​

​These communications may contain information about participants or operational matters.​

​2.4 Website and Form Data​

​We may collect information through our website and online forms, including:​

​●​ ​enquiries from participants or families​

​●​ ​applications or expressions of interest​

​●​ ​contact details and information provided through forms​

​2.5 Operational and System Information​

​We may also collect and store information within our organisational systems as part of normal​

​operations, including:​

​●​ ​participant and service-related records​

​●​ ​internal notes and coordination information​

​●​ ​records required for compliance and reporting​

​3. Why We Collect Personal Information​

​We collect, hold and use personal information to support the delivery of our services and the operation​

​of the organisation.​

​This includes:​

​●​ ​providing supports and services to participants​

​●​ ​managing participant relationships and communication​

​●​ ​planning, scheduling, and coordinating services​

​●​ ​maintaining records of services delivered, including notes and reports​

​●​ ​managing employees and contractors​

​●​ ​meeting legal, regulatory, and compliance obligations, including obligations under the NDIS Act​

​2013 and NDIS Practice Standards​

​●​ ​responding to enquiries, feedback, or incidents​

​●​ ​improving our internal processes and service delivery​

​We will generally only use personal information for the purpose for which it was collected.​

​If we need to use personal information for another purpose, we will only do so where:​



​●​ ​the individual has provided consent​

​●​ ​the use is required or authorised by law​

​●​ ​the use is reasonably related to the original purpose and would be expected​

​This approach supports our obligations under the Privacy Act 1988 (Cth) and the Australian Privacy​

​Principles.​

​4. How We Collect Personal Information​

​We collect personal information in a number of ways depending on how individuals interact with us.​

​4.1 Direct Collection​

​We may collect personal information directly when:​

​●​ ​participants, families, or representatives provide information to us​

​●​ ​employees or contractors provide information during onboarding or employment​

​●​ ​forms are completed, including onboarding forms or website forms​

​●​ ​individuals contact us by phone, email, messaging platforms, or in person​

​●​ ​documents are provided to us, including identification, agreements, or compliance records​

​4.2 Indirect Collection​

​In some cases, we may collect personal information from third parties where appropriate. This may​

​include:​

​●​ ​family members, guardians, or authorised representatives​

​●​ ​support coordinators or other service providers​

​●​ ​plan managers or NDIS-related service providers​

​●​ ​referees or verification sources during onboarding​

​●​ ​publicly available sources, where relevant​

​We only collect information from third parties where it is reasonable and necessary for our operations.​

​4.3 Consent and Capacity​

​We recognise that some participants may require support in making decisions about their personal​

​information. Where a participant has a guardian, plan nominee, or other authorised representative,​

​consent for the collection, use, and disclosure of personal information may be provided by that​



​representative on the participant's behalf.​

​Where a participant is under 18 years of age, consent will generally be obtained from a parent or​

​guardian unless the individual has sufficient maturity and understanding to provide their own consent.​

​We support participants to understand how their information is used and, where possible, involve them​

​in decisions about their personal information, consistent with supported decision-making principles.​

​4.4 Collection Through Systems and Technology​

​We use a range of systems and platforms to support our operations. Personal information may be​

​collected and processed through these systems as part of normal use.​

​This may include:​

​●​ ​operational and rostering systems used to manage services​

​●​ ​internal communication platforms used for coordination and messaging​

​●​ ​document storage systems used to store participant and organisational records​

​●​ ​communication tools used for messaging, notifications, or updates​

​●​ ​website forms used to collect enquiries or onboarding information​

​These systems are used to support service delivery, communication, and record keeping.​

​4.5 Online Interactions​

​When individuals interact with us through our website or digital channels, certain information may be​

​collected as part of that interaction.​

​This may include:​

​●​ ​information submitted through website forms​

​●​ ​basic technical information such as browser type or interaction data​

​This information is used to support communication, improve services, and maintain the security of our​

​systems.​

​4.6 Sensitive Information​

​Where required, we may collect sensitive information, including health or disability-related information,​

​to support the delivery of services.​

​We only collect sensitive information where:​

​●​ ​it is reasonably necessary for providing services​

​●​ ​the individual or their authorised representative has provided consent, or​



​●​ ​the collection is otherwise permitted by law​

​Sensitive information is handled with additional care due to its nature.​

​4.7 Anonymity and Pseudonymity​

​Where practicable, individuals may choose to interact with us anonymously or using a pseudonym.​

​However, in most cases, this will not be possible where:​

​●​ ​we are required to identify individuals to deliver services​

​●​ ​we are required to verify identity for legal, safety, or operational reasons​

​●​ ​the interaction relates to participant care, service delivery, or compliance obligations​

​In these situations, we will require accurate and identifiable information.​

​5. Use and Disclosure of Personal Information​

​We use and disclose personal information as part of delivering our services and operating the​

​organisation.​

​5.1 Use of Personal Information​

​We may use personal information for purposes including:​

​●​ ​providing supports and services to participants​

​●​ ​coordinating care, schedules, and service delivery​

​●​ ​communicating with participants, families, and staff​

​●​ ​maintaining service records, including notes and reports​

​●​ ​managing employees and contractors​

​●​ ​responding to enquiries, feedback, or incidents​

​●​ ​meeting legal, regulatory, and compliance obligations​

​●​ ​improving our services and internal processes​

​We will generally only use personal information for the purpose for which it was collected.​

​If we need to use personal information for another purpose, we will only do so where:​

​●​ ​the individual has provided consent​

​●​ ​the use is required or authorised by law​



​●​ ​the use is reasonably related to the original purpose and would be expected​

​5.2 Disclosure of Personal Information​

​We may disclose personal information where it is necessary to support service delivery or organisational​

​operations.​

​This may include disclosure to:​

​●​ ​employees and contractors within the organisation​

​●​ ​participants' authorised representatives, such as family members or guardians​

​●​ ​support coordinators, plan managers, and other NDIS service providers involved in a participant's​

​supports​

​●​ ​the NDIS Quality and Safeguards Commission, as required under the NDIS Act 2013​

​●​ ​professional advisers, such as legal, financial, or compliance advisers​

​●​ ​regulators or government bodies where required by law​

​●​ ​emergency services, where there is a serious threat to the life, health, or safety of an individual​

​●​ ​third-party service providers that support our operations​

​Where appropriate, we take reasonable steps to ensure that information shared is limited to what is​

​necessary.​

​5.3 Use of Systems and Third-Party Providers​

​We use third-party systems and platforms to support our operations, including communication tools,​

​document storage systems, and operational platforms.​

​Personal information may be processed through these systems as part of normal business operations.​

​Where third-party providers are used:​

​●​ ​they are engaged to support our operations​

​●​ ​access is limited to what is necessary for their function​

​●​ ​reasonable steps are taken to ensure information is handled appropriately​

​5.4 Use of Communication Platforms​

​We use communication platforms to support coordination, messaging, and service delivery.​

​This may include:​

​●​ ​internal communication between staff​

​●​ ​communication with participants and their representatives​



​●​ ​sharing operational information required to deliver services​

​Staff are expected to use these platforms in accordance with organisational policies to ensure​

​information is handled appropriately.​

​5.5 Use of Technology and AI-Assisted Tools​

​We may use secure technology tools, including AI-assisted systems, to support internal operations such​

​as:​

​●​ ​summarising and formatting information​

​●​ ​supporting administrative tasks​

​These tools are used under controlled conditions, and human oversight is maintained.​

​We do not rely on automated systems to make decisions about participants without human involvement.​

​Personal information processed through AI-assisted tools is limited to what is necessary for the task. We​

​take reasonable steps to ensure that personal information is not used to train AI models. Where AI tools​

​are used, information is de-identified or minimised where reasonably practicable.​

​5.6 Direct Marketing​

​We may use personal information to communicate with individuals about our services, updates, or​

​relevant information.​

​Where we do so:​

​●​ ​communications will be relevant to the individual’s relationship with the organisation​

​●​ ​individuals may opt out of receiving such communications at any time​

​We do not sell personal information to third parties for marketing purposes.​

​5.7 Government-Related Identifiers​

​We may collect and use government-related identifiers, such as NDIS participant numbers, where​

​reasonably necessary to deliver services and meet our obligations under the NDIS framework.​

​We do not use or disclose government-related identifiers for purposes unrelated to service delivery,​

​unless required or authorised by law.​



​5.8 Use of Images and Media​

​Images, videos, or other media involving participants will only be used outside of service delivery where​

​appropriate consent has been obtained.​

​This includes use in:​

​●​ ​promotional materials​

​●​ ​social media​

​●​ ​marketing or communication activities​

​6. Overseas Disclosure of Personal Information​

​We may use third-party service providers to support our operations. Some of these providers may store​

​or process personal information outside of Australia.​

​This may occur when:​

​●​ ​systems or platforms we use operate on cloud infrastructure located outside Australia​

​●​ ​communication or data processing services involve overseas servers​

​●​ ​service providers support functions such as storage, messaging, or system operations​

​Where personal information is disclosed or processed overseas:​

​●​ ​we take reasonable steps to ensure that the recipient does not breach the Australian Privacy​

​Principles in relation to the information​

​●​ ​we limit the information shared to what is necessary for the purpose​

​●​ ​we use providers that implement recognised security and data protection practices​

​In some cases, overseas recipients may not be subject to Australian privacy laws. By providing personal​

​information, individuals acknowledge that Australian Privacy Principle 8.1 may not apply to those​

​disclosures.​

​Further information about overseas disclosures can be requested by contacting us.​

​7. Storage and Security of Personal Information​

​We take reasonable steps to protect personal information from misuse, loss, and unauthorised access,​

​modification, or disclosure.​



​7.1 How Information is Stored​

​Personal information may be stored in:​

​●​ ​secure digital systems used for operations and service delivery​

​●​ ​communication platforms used for coordination and messaging​

​●​ ​document storage systems used to store records and files​

​●​ ​limited physical records, where required​

​Information is stored only for as long as it is required for operational, legal, or regulatory purposes.​

​7.2 Security Measures​

​We implement reasonable and proportionate security measures to protect information. These may​

​include:​

​●​ ​access controls based on role and responsibilities​

​●​ ​use of unique user accounts​

​●​ ​device security requirements, including screen locks​

​●​ ​limiting local storage of sensitive information​

​●​ ​monitoring and logging where available​

​●​ ​restricting access when staff leave or change roles​

​Staff are required to follow organisational policies when accessing and handling information.​

​7.3 Use of Third-Party Systems​

​Where we use third-party systems to store or process information:​

​●​ ​access is restricted to authorised users​

​●​ ​information is only accessible as required for operational purposes​

​●​ ​reasonable steps are taken to ensure that these systems are used appropriately​

​These systems form part of our day-to-day operations and support service delivery, communication, and​

​record keeping.​

​7.4 Data Retention and Disposal​

​We take reasonable steps to ensure that personal information is not retained longer than necessary.​

​As a registered NDIS provider, we retain participant records for a minimum of 7 years after the last​

​service was provided, or longer where required by law. Records relating to participants who were minors​



​at the time of service are retained until the individual turns 25, or for 7 years after the last service,​

​whichever is later.​

​Employee and contractor records are retained in accordance with applicable employment and taxation​

​laws.​

​When information is no longer required:​

​●​ ​it may be securely deleted, destroyed, or de-identified​

​●​ ​retention may be required where legal or regulatory obligations apply​

​7.5 Data Breaches​

​In the event of a data breach that is likely to result in serious harm, we will comply with our obligations​

​under the Notifiable Data Breaches (NDB) scheme. This includes assessing the breach and, where​

​required, notifying affected individuals and the Office of the Australian Information Commissioner​

​(OAIC).​

​Where a data breach involves participant information, we will also notify the NDIS Quality and​

​Safeguards Commission in accordance with our incident reporting obligations.​

​8. Accessing and Correcting Personal Information​

​Individuals have the right to request access to the personal information we hold about them and to​

​request corrections if that information is inaccurate, incomplete, or out of date.​

​Authorised representatives, including guardians and plan nominees, may request access to or correction​

​of personal information on behalf of a participant.​

​Requests for access or correction can be made by contacting us using the details provided below.​

​We may take reasonable steps to verify the identity of the person making the request before providing​

​access or making changes.​

​We will respond to requests within 30 days.​

​In some circumstances, access may be limited where permitted by law. If this occurs, we will provide​

​reasons for the decision.​

​9. Privacy Complaints​

​If an individual believes that we have not handled their personal information appropriately, they may​

​make a complaint.​



​Complaints can be submitted in writing using the contact details below and should include:​

​●​ ​details of the concern​

​●​ ​any relevant information to help us understand the issue​

​We will review and respond to complaints within a reasonable timeframe.​

​If the individual is not satisfied with our response, they may contact the Office of the Australian​

​Information Commissioner (OAIC) to lodge a complaint.​

​Further information is available at:​

​https://www.oaic.gov.au/privacy/privacy-complaints​

​Complaints relating to the handling of NDIS participant information may also be directed to the NDIS​

​Quality and Safeguards Commission:​

​https://www.ndiscommission.gov.au/participants/complaints​

​Phone: 1800 035 544​

​10. Contact Details​

​If you would like to:​

​●​ ​request access to your personal information​

​●​ ​request correction of your information​

​●​ ​ask questions about this Privacy Policy​

​●​ ​make a privacy complaint​

​you can contact us using the details below:​

​●​ ​Email: info@brotherssupportnetwork.com​

​●​ ​Phone:​​1300 002 760​

​●​ ​Address: 10 Immarna Street, Albion, QLD 4010​

​We will respond to enquiries within a reasonable timeframe.​

​11. Policy Review​

​This Privacy Policy will be reviewed:​

​●​ ​annually, or​

​●​ ​when there are changes to our systems, processes, or legal obligations​

https://www.oaic.gov.au/privacy/privacy-complaints
https://www.ndiscommission.gov.au/participants/complaints
https://www.google.com/search?q=brothers+support+network&rlz=1C1HKFL_en-GBAU1192AU1193&oq=brothers+&gs_lcrp=EgZjaHJvbWUqBggBEEUYOzIHCAAQABiPAjIGCAEQRRg7MgcIAhAuGIAEMgYIAxBFGEEyBggEEEUYQTIGCAUQRRg8MgYIBhBFGDwyBggHEEUYPNIBCDM0NDFqMGo3qAIAsAIA&sourceid=chrome&ie=UTF-8#


​The latest updated versions will be available on our website.​


